GOVERNANCE OF INFORMATION
TECHNOLOGY (IT)

Chapter 13
“Knowledge will forever govern ignorance; and a peop le who mean to be their
own governors must arm themselves with the power wh ich knowledge gives.”

James Madison



Summary

. Introduction. Governing IT.

. Management vs. Governance.

. Decision-making and ...

. ... Structures of governance of IT.

. Starting a framework for IT governance in their company without standards.
. Business strategy, performance and governance of IT.

. Align IT: indicators of progress.

. The role of the CIO: IT leadership.

. The value of IT.

10. ISO 38500, a conceptual model: the six principles of the standard.

11. Adapting the conceptual model of governance to the reality of the company.
12. Example Apps to aid decision-making for CIOs

13. Example Application Portfolio Management

14. To govern public enterprises, The 4 "E's"
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From Personnel to Applications
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xample

Application 69731 - IT Project

Application (stat’
Date 28/10/2011, 10:22 pm Applicant Name

tandard Output Form

A C O U cle clvice OU( C allc
involves the deployment of the pilot evaluation dur
2011.

Recommended implementation 15/08/2012
Deadline implementation 30/11/2012
Arguments for project approval

Justification

Offering a step further to cover the entire cycle d
digital identity credentials based on corporate DA.
How much value does the project provide?

Increase the functionality offered to the user, to
introduction of credentials for applications integr
during its work session.

Risk of not doing the project

Having a corporate identity management incomplete
Beneficiaries

Administration and Services Staff, Professors and R
students, in general, all users of ICT services.
Costs saving

This would save users time when accessing to corpor
Comment

Continuation of pilot project IDDO1 started in 2011

cUc dlS. c PIO|E
ing the last months of

ynamic applications of

obtain a single point of

ated corporate SSO system,

esearch Staff, and

ate applications.

ITC: Technical validation (state 1) m
02.11.2011 13:56 pm, technical pers ge of

validation




tandard Output Form
xample

Technical Review
Description
Implementation of a system of unified access SSO to different corporate
applications through Intranet credentials.

Excluded Components

A C ple OU( Ul BUT O i cue a W DE c(U
project development.
Resolution  Technical validation - Agreement

Applicant: Applicant’s approval (state 2)

02.11.2011 20:21 pm, Applicant's Name -

Applicant Review
Resolution  Agreement and sponsorship proposal
Sponsorship  IT Vice rector

Sponsor: Sponsorship acceptance (state 3) -

04.11.2011 4:03 pm, Sponsor's Name

Sponsor Review

Expectations

Project aligned with tactical objective 7.4.

Project benefits must be clearly explained to users
Functional responsible Functional responsible name
Resolution  Sponsorship acceptance

ITC: Functional responsible (state 5) -
04.11.2011 13:30, Technical Name

Report back to responsible functional




tandard Output Form
xample

Report back to responsible functional
Responsible functional e-mail XXXXXX@Uib.es
Resolution  Functional responsible assigned

ITC: Assessment (s

Project Code 12ILOIDGO1

Project Title Establishment of a unified system of access to corp orate
applications.

Project Description

Implementation of a unified system of access Single -Sign-On, which should
allow the gradual integration of the different corp orate applications. The
project is developed by the CAS software open, to h ave unified access to
different services through the Intranet credentials

Program Logical Infrastructure

Areas of the project (project objectives, quality ¢ riteria, personnel , project
risks, ICT services affected)

Project evaluation (Tasks to do, dedication (ICT te am, value))

Resolution  Application assessed

IT Vice rector: Classification (state 7) -
28.11.2011 12:48 pm, IT Vice rector name

IT Vice rector classifi cation Planned
Strategic Objective 7. Ensuring information security
Tactical Objective 7.4 Provide a system of "unique login" applications for

university management
Resolution  Application classified

Board: Board’s approval (state ”
09.01.2012 13:46 pm, IT Vice recto

Board decision
Resolution  Accepted project
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A Simple Example

STRATEGIC OBJECTIVE 7

=11

20 Sulyected o
Number of projects availability
10 ® Unplanned
5
0 |
WEN] L5 f.1 ¥l .3 A

Tactical objectices

STRATEGIC OBJECTIVE 7: Improving information security

TACTICAL OBJECTIVES

0.0 2.5 7.1 7.2 7.3 7.4 TOTAL
Planned 21 1 0 1 29
Subjected to availability 0 0 3 1 0 0 4
Unplanned
TOTAL 5 1 26 2 0 1 35




A Simple Example

STRATEGIC OBJECTIVES
40
4%
40
=] Flared
10
Humsiber of projects .
2% Slibge-cted Boe 3yl abadby
20
: B Unplanned
;1N R — | p—
i} 1 2 3 4 5 B T B
[Wnalgred)
SEratepic objerives

STRATEGIC OBJECTIVES
0 (Unaligned) TOTAL

29 0 71

Subjected to availability 4 0 47

Unplanned




Governance Objective: Value Creation
o]

Figure 2—The Governance Objective: Value Creation

Stakeholder
Needs

Governance Objective: Value Creation

Benefits Risk Resource
Realisation Optimisation Optimisation
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ldeas for quick alignment

Balance Scorecard
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Figure 2.1 Example techniques to improve alignment.



From governance to planning
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ISO/IEC 38504

,.‘ Effective N Effective IT N IT as an p
Application ‘\ governance for E \\ Systems for E \\ enabler to E \
of | Malignedto L..1 planning, L--d achieve L_.1 | Business
Governance | should \‘ the principles | should *y delivery and should % business should ‘). Outcomes
. resultin ¢ result in resultin ¢ resultin ¢
Principles ’/ -=2, !/ use of IT )22, :" strategyand -2, ’/
S P E J/ performance i S
p" e v outcomes e
Governance Governance IT Related IT Enablers Business
Principles Behaviours Outcomes Outcomes

Figure 1 Relationship between governance principles and business outcomes




ISO 38500 and COBITS

Figure 7—T-related Goal Sample Metrics

BSC
Dimension IT-related Goal Metric
Financial 01 Alignment of IT and * Percent of enterprise strategic goals and requirements supported by [T strategic goals
business strategy * | evel of stakeholder satisfaction with scope of the planned portfolio of programmes and services

* Percent of IT value drivers mapped to business value drivers

02 IT compliance and
support for business
compliance with external
laws and regulations

* Cost of IT non-compliance, including settlements and fines, and the impact of reputational loss

* Number of [T-related non-compliance issues reported to the board or causing public comment
or embarrassment

* Number of non-compliance issues relating to contractual agreements with IT service providers

* Coverage of compliance assessments

03 Commitment of executive
management for making
IT-related decisions

* Percent of executive management roles with clearly defined accountabilities for IT decisions
* Number of times IT is on the board agenda in a proactive manner

* Frequency of IT strategy (executive) committee meetings

* Rate of execution of executive [T-related decisions




ISO 38500 and COBITS

Figure 7—IT-related Goal Sample Metrics (cont)

BSC
Dimension IT-related Goal Metric
Financial 04 Managed IT-related * Percent of critical business processes, IT services and IT-enabled business programmes covered by
(cont.) business risk risk assessment
= Number of significant [T-related incidents that were not identified in risk assessment
* Percent of enterprise risk assessments including IT-related risk
* Frequency of update of risk profile
05 Realised benefits from * Percent of IT-enabled investments where benefit realisation is monitored through the full economic
IT-enabled investments life cycle
and services portfolio = Percent of IT services where expected benefits are realised
* Percent of [T-enabled investments where claimed benefits are met or exceeded
06 Transparency of IT costs, | * Percent of investment business cases with clearly defined and approved expected IT-related costs
benefits and risk and benefits
* Percent of IT services with clearly defined and approved operational costs and expected benefits
o Satisfaction survey of key stakeholders regarding the level of transparency, understanding and
accuracy of IT financial information
Customer 07 Delivery of IT services * Number of business disruptions due to IT service incidents

in line with business
requirements

* Percent of business stakeholders satisfied that [T service delivery meets agreed-on service levels
* Percent of users satisfied with the quality of IT service delivery

08 Adequate use of
applications, information
and technology solutions

* Percent of business process owners satisfied with supporting IT products and services

* | evel of business user understanding of how technology solutions support their processes

& Satisfaction level of business users with fraining and user manuals

= Net present value (NPV) showing business satisfaction level of the quality and usefulness of the
technology solutions




ISO 38500 and COBITS

Intemal

09 IT agiiity e | gyel of satisfaction of business executives with [T's responsiveness o new requirsments
» Number of critical business processes supported by up-to-date infrastructure and applications
» Average time fo tum strategic IT objectives into an agreed-on and approved initiative
10 Security of information, # feumber of securily noldends causing fnancisl loss, business dissuption or public emborrassment
processing infrastructure | = Mumber of [T services with outstanding security requirements
and applications = Time to grant, change and remaove accass privileges, compared to agreed-on service levels

* Frequency of security assessment against latest standards and guidelines

11 Optimisation of
IT assets, resources

 Frequency of capability maturity and cost optimisation assessments
» Trend of assessment resulis

and capabilities e Satisfaction levels of business and [T executives with [T-refated costs and capabiiities

12 Enablement and support | * Kumber of business processing incidents cavused by =chnology Integration errors
of DUsIness processes by | * Number of business process changes that nesd to be delayed or reworked because of technology
integrating applications integration issues
and technology into = Number of T-enabled business programmes delayed or incurring addiional cost due to fechnology
business processes integration issues

= Number of applications or critical infrastructures operating in sflos and not integrated

13 Delivery of programmes
delivering benefits, on
time, on budget, and
meeting requirements
and quality standards

» Mumber of programmes/poiects on time and within budgst

* Percent of stakeholders satisfied with programme/project quality

s Number of programmes needing significant rework due to quality defects
* Cost of application maintenance vs. overall IT cost

14 Availability of reliable and
useful information for
decision making

* | evel of business user satisfaction with quality and timeliness {or availability) of
management information

» Number of business process incidents caused by non-avaliabiiity of Information

* Ratio and extent of ermoneous business decisions where erroneous or unavailable information
was a key factor

15 [T compliance with
internal policies

* Number of incidents related to non-compliance fo policy

* Percent of stakeholders who understand policies

= Percent of policies supported by effective standards and working practices
s Frequency of policles review and update




SO 38500 and COBIT5

Leaming and

16 Competent and motivated | » Percent of staff whose M-related skills are sufficient for the competency required for their role
business and IT personnel | = Percent of staff satisfied with their IT-related roles
* Number of learning/training hours per staff member
17 Knowledge, expertise * Level of business executive awareness and understanding of IT innovation possibilities
and initiatives for » Level of stakeholder satisfaction with levels of T innovation expertise and ideas
business innovation » Mumber of approved inftiatives resuling from innovative IT ideas




